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Abstract. This paper presents a simple and efficient anti-collision protocol, named General Collision
Tree Protocol (GCT), that was designed to cope with the capture effect in RFID system. The goal is to
ensure that all tags are completely identified including the hidden tags and missing read tags which
exist in conventional anti-collision protocols because of capture effect and other uncertainty factory in
RFID system. Analysis and simulation results indicate that the performance of GCT outperforms that
of the other state-of-the-art general RFID tags identification anti-collision protocols. The
identification efficiency of it is always above 50% no matter what the capture probability of the RFID
system is.
Introduction
Radio frequency identification system (RFID) is one of the most important and fundamental
technologies of Internet of Things (IOT) because it allows for identifying, locating, tracing, and
monitoring things or objects [1]. In RFID system, tag collision occurs when multiple tags respond to
the reader's query simultaneously, and the reader cannot identify any tag [2,3]. Therefore, effective
anti-collision protocol is very important for RFID tags identification. There are two categories of
RFID tag identification protocols: probabilistic protocols and deterministic protocols [2,3].
Probabilistic protocols are ALOHA-based methods such as Slotted ALOHA Protocol, Frame Slotted
ALOHA Protocol, and Dynamic Frame Slotted ALOHA Protocols, etc. Deterministic protocols are
tree-based methods such as Query Tree Protocol (QT) [4,5], Binary Tree Protocol (BT) [5], Collision
Tree Protocol (CT) [6,7], etc.
All these conventional protocols generally assume that the RFID reader and tags work in an ideal
application environment. But in practical RFID applications, many uncertainty factors such as capture
effect, detection error, channel quality, and noise impact the correctness and completeness of RFID
tags identification [8-10]. Especially, the capture effect makes that RFID tags cannot be identified by
the reader. In RFID system, when multiple tags respond to reader's query, some of them cannot be
detected by the reader because their backscattered signals are weaker than those of the other tags and
the weaker signals are captured by the stronger ones. This phenomenon is the capture effect in RFID
system, and the weaker tags are called hidden tags. The conventional anti-collision protocols cannot
identify the hidden tags and ensure that all tags are identified completely. This paper focuses on how
to handle the capture effect and identifies the hidden tags during RFID tags identification.
Several variations of the classical anti-collision protocols have been proposed to address the capture
effect during RFID tags identification [8-10]. For example, Generalized Query Tree Protocols (GQT1,
GQT2) [8] are based on QT, General Binary Tree Protocol (GBT) [9] is base on BT, and Tweaked
Query Tree Protocol (TQT) and Tweaked Binary Tree Protocol (TBT) [10] are based on GQT2 and
GBT respectively. These protocols solved the capture effect, but their identification efficiency is still
below 36.8%.
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In [6] and [7], an efficient and stable anti-collision protocol for RFID tag identification is introduced,
called Collision Tree Protocol (CT), which improves the tag identification efficiency up to 50% by
eliminating the idle cycle or idle slot (in which no tag responds to the reader's query) during tags
identification. At the same time, CT provides a good reference and foundation for the research of new
efficient anti-collision protocols [11,12].
This paper presents a General Collision Tree Protocol (GCT) based on CT to cope with the capture
effect and hidden tag problem in RFID system and ensure that all tags could be identified correctly
and completely. Theoretical analysis and numerical simulation results indicate that GCT could
identify all tags in RFID system under uncertain environments and the identification efficiency of it is
always above 50%. And the identification performance of GCT is better than other general protocols
such as GQT, GBT, TQT, and TBT.
The rest of this paper is organized as follows. Section II presents the General Collision Tree
Protocol (GCT). Section III analyzes the identification performance of GCT. Section IV illustrates the
simulation results of GCT. Section V is the conclusion of the paper.
General Collision Tree Protocol
General Collision Tree Protocol (GCT) uses an iterator flag, say iFlag, to repeat the identification
process in order to identify the hidden and unidentified tags. The tags identification procedure of GCT
is described in Fig.1 with the pseudo code of the reader and the tags.
Reader-GCT
01 iFlag=1, PUSH(Φ), tagID=Φ
02 while (Stack<>NULL and iFlag>0)
03 prefix=POP()
04 if (prefix==Φ and iFlag>0)
05
PUSH(Φ) // add a confirmation cycle
06 end if
07 send Query(prefix)
08 waiting the response of tags
09 if (no response) // all tags are identified
10
iFlag=iFlag-1 // to end the identification
11 else
12
get receivedID
13
if (collided in receivedID) // collided cycle
14
c=the index of the first collided bit in receivedID
15
prefix=prefix+receivedID[0, …, c-1]
16
PUSH(prefix+"1") // put new prefix into Stack
17
PUSH(prefix+"0") // put new prefix into Stack
18
else
19
tagID=prefix+receivedID // readable cycle
20
send Sleep(tagID) // sleep the identified tag
21
end if
22 end if
23 end while

(a) for reader

Tags-GCT
01 while (unidentified)
02 waiting Query(prefix)
// extract the prefix parameter
03 get prefix
04 k=length(prefix)
05

if (tagID[0, …, k-1]==prefix)
// answer the reader's query

06
transmits tagID[k, …, n-1]
07 end if
08 end while

(b) for tags

Figure 1. Pseudo code of the work process of GCT.

The work process of the reader of GCT is shown in Fig.1(a). Initially, iFlag=1 (the initial value of
iFlag could be adjusted to another integer depending on the RFID system), tagID=Φ, and Φ is pushed
into the stack. Here, Φ is an empty binary string, and stack is a buffer pool to store prefixes. The reader
pops a prefix from the stack as the parameter of query command. If the prefix is Φ and iFlag>0, the
reader pushes another empty string Φ into the stack to add a confirmation cycle to ensure all tags are
identified successfully. If any tags (hidden, missing read, or unidentified) existed in the query cycle or
confirmation cycle, the reader repeats the identification process and identifies them until all tags are
identified.
The reader sends Query(prefix) command to query the tags and waits the tags' response. If no tag
responded to the reader's query, which indicated that all tags are identified, the reader decreases iFlag
by 1 to end the identification process. If collision occurred in the receivedID, the reader generates two
new prefixes and pushes them into the stack, which will be used in the following query as new
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parameter of query command. If no collision occurred in the receivedID, the reader identifies a new
tag whose tagID is prefix+receivedID. Once a tag is identified, the reader sends Sleep(tagID)
command to inform the tag not to answer the reader's following query command.
The work process of the tags of GCT is shown in Fig.1(b). The unidentified tag waits for the
reader's Query(prefix) command and extracts the prefix from it. If the tag's ID matched with the prefix,
the tag transmits its ID except for the part of the ID that is the same as the prefix, i.e., tagID[k, ..., n-1],
here k is the length of prefix, and n is the length of tag ID. Accordingly, GCT also belongs to
memoryless protocol because the responses of the tags only depend on the current query of the reader
and not on the history of the reader's query and the tags' response. Therefore, GCT can be used in
passive RFID tags identification system, in which the tags have no built-in power source and memory
to provide energy and store history data.
Table 1 gives an example of GCT used to identify six tags with IDs: 0001, 0010, 0101, 1001, 1010,
and 1100, in which Φ is a empty string, x represents a collided bit. In the first cycle, the six tags
respond to the reader's query, but tags 0001, 0010 and 1010 are hidden because their signals are
captured by that of the other tags. The collided string "xxxx" received by the reader is the fusion signal
of tags IDs 0101, 1001 and 1100. Tag 0001 is hidden in cycle 2 again and is identified in cycle 7. Tag
0010 hidden in the first cycle is identified in cycle 8. Tag 1010 is captured in cycle 6 and identified in
cycle 9, because its signal is weaker than that of the tags 0001 and 0010. The last cycle is an idle cycle,
no tag answers the reader's query, which indicates that all tags are identified successfully.
On the other hand, all prefixes popped from the stack in cycles 1, 6, 9 and 10 are empty string Φ.
But the empty string in cycle 1 is used to initialize and start the identification process, and those in
cycles 6, 9 and 10 are used to confirm that there are hidden and unidentified tags or not. If the reader
received response in confirmation cycle, the reader identifies the tag(s) as shown in cycle 6 and 9. If
no response is received, the reader finishes the tag identification by decreasing iFlag by 1, as shown in
cycle 10 in Table 1 and lines 02, 09 to 10 in Fig.1(a).
Table 1. Example of GCT identifying tags: 0001, 0010, 0101, 1001, 1010, and 1100.
Cycle Prefix ReceivedID Channel State Response Tags
Hidden Tags Prefix Stack
1
Φ
xxxx
collided 0001,0010,0101, 0001, 0010,
0,1,Φ
1001,1010,1100 1010
2
0
001
tagID:0101 0001,0010,0101 0001,0010
1,Φ
3
1
x0x
collided 1001,1010,1100 1010
10,11,Φ
4
10
01
tagID:1001 1001,1010
1010
11,Φ
5
11
00
tagID:1100 1100
Φ
6
Φ
00xx
collided
0001,0010,1010 1010
000,001,Φ
7
000
1
tagID:0001 0001
001,Φ
8
001
0
tagID:0010 0010
Φ
9
Φ
1010
tagID:1010 1010
Φ
10
Φ
idle no response

Performance Analysis
This section discusses the time complexity and identification efficiency of GCT based on the
performance of CT and the correlations between GCT and CT.
The time complexity of anti-collision protocol is the number of query-response cycle required to
identify all RFID tags. From literatures [6] and [7], the time complexity of CT is
(1)
TCT (n)  2n  1,
here, n is the number of tags.
As described in section II, GCT increases one idle query cycle (no tag response) to make sure that
all tags are identified, e.g. the last cycle in Table 1. The other part of query and response process of
GCT is the same with that of CT. Therefore, if no tag is hidden or missing read during tags
identification, the time complexity of GCT is
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(2)
TGCT -1 (n)  TCT (n)  1  2n  1  1 .
In practical RFID system, if some tags are hidden or missing read in some query cycles, GCT
identifies them after the other unhidden tags are identified. Actually, GCT divides the tags into two
groups according to their state hidden or not, and identifies them respectively. In each group, the
identification process of GCT is the same with that of CT. Assuming the capture probability, which is
the ratio between the number of captured tags or hidden tags and the total number of tags in the tags
group, of the RFID system is  , the number of tags in the two groups are n1  n  n and n2  n .
Therefore, the time complexity of GCT in this case is
TGCT 2 (n)  (2n1 - 1)  (2n2 - 1)  1
 (2n  2n - 1)  (2n - 1)  1 .
 2n  2  1

(3)

If the capture effect occurred again in the second group with probability  , the tags in the second
group are divided into two groups also. The number of tags in the second group changes to
n2  n  n 2 , and the number of tags in the third group is n3  n 2 . In this case, the time complexity
if GCT is
TGCT 3 (n)  (2n1 - 1)  (2n2 - 1)  (2n3 - 1)  1

.
(4)
 2n  3  1
Iterating this process with same capture probability  , if the tags are divided into k groups, the
number of tags in the k groups are n j  na j 1  na j , j is an integer from 1 to k - 1 , and nk  n k -1 .
The time complexity of GCT with same capture probability (SCP) is
k

TGCT -k -SCP (n)   (2ni  1)  1
i 1

k 1

  (2na i 1  2na i  1)  (2na k 1  1)  1 .

(5)

i 1

 2n  k  1

More generally, assuming 1 ,  2 ,  3 , ...,  k are the capture probability of groups from 1 to k , here
 k  0 because no tag is hidden or missing read in the last group k , the number of tags in these groups
j 1

j

i 1

i 1

are n j  n ai  n ai , j is an integer from 2 to k . Note that n1  n  n1 . The time complexity of
GCT with different capture probability (DCP) is
k

TGCT -k -DCP (n)   (2ni  1)  1
i 1

k

j 1

j

j 2

i 1

i 1

 (2n  2na1  1)   (2n ai  2n ai  1)  1 .

(6)

 2n  k  1

Therefore, TGCT  TGCT k DCP  TGCT -kSCP .
According to the above discussions, the time complexity of GCT decreases with the increasing of
the number of groups. If k  1 , i.e., all tags form one group, the worst time complexity of GCT is
TGCT Worst  2n , because no tag is hidden or missing read during the identification. If k  n , i.e., the n
tags are divided into n groups, the best time complexity of GCT is TGCT Best  n  1, because the reader
identified the tags one by one, and no collision occurred during the tags identification.
The identification efficiency of anti-collision protocol is the ratio between the number of tags and
the number of query-response cycles required to identify these tags (the time complexity). According
to the time complexity discussed above, the identification efficiency of GCT is
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EGCT (n)  n / TGCT (n)  n /( 2n  k  1) .

(7)
From Eq.2, without capture effect, i.e.,   0 , the identification efficiency of GCT is always 50%.
From Eq.7, for both n and k are integer and n  k  0 , EGCT  50% . And when k  1 , the worst
identification efficiency of GCT is EGCT Worst  50% . The best identification efficiency of GCT is
EGCT Best  n /( n  1) and lim n EGCT Best  100% , when k  n . Therefore, the identification efficiency of
GCT is equal to or above 50%.
Simulation Results
To verify the advantages of GCT, this section compares the performance of GCT with that of CT, QT,
BT, GQT1, GQT2, GBT, TQT and TBT for different values of capture probability  . All RFID tags
in the simulations have unique 96-bit IDs. The number of tags increases from 4 to 4096 and all tag IDs
are distributed uniformly. The simulation results are illustrated in Fig.2 and Fig.3.
Fig.2 depicts the simulation results of GCT and the comparison protocols when no capture effect
occurred during RFID tag identification, i.e.,   0 . Fig.2(a) is the average time complexity (the
average number of query-response cycle required for one-tag identification) of GCT and the other
protocols. GQT1 and GQT2 increases average 2 or 1 cycles respectively for one tag identification
compared to that of their original protocol QT. The average time complexity of the other general
protocols (GCT, GBT, TBT and TQT) is similar with that of their original protocols (CT, BT and QT).
GCT and CT require fewer cycles for one tag identification than the other protocols. The average time
complexity of GCT is 2 cycles, while those of the other protocols are above 2.88 cycles.
Fig.2(b) illustrates the identification efficiency of GCT and the comparison protocols when   0 .
The identification efficiency of GCT is always 50%, and is very close to that of CT. Similarly, the
methods adopted in GBT, TQT and TBT not visibly impact the identification efficiency compared to
their original protocols when no capture effect occurred during tags identification. But GQT1 and
GQT2 reduce the identification efficiency to 20.5% and 25.8% because they increase the number of
idle cycles when dealing with the hidden tag problem. This is because 2n and n idle cycles are
increased in GQT1 and GQT2 respectively for solving the capture effect [8][10].

(a) average time complexity

(b) identification efficiency
Figure 2. Identification performance of GCT when   0 .

541

Fig.3 shows the simulation results of GCT, GBT, TQT and TBT when  = 0.25, 0.5, and 0.75. The
performance curves of GQT1 and GQT2 are omitted in Fig.3 because their performance is the same
for all  and the results for  = 0 are shown in Fig.2. As shown in Fig.3(a), the average time
complexity of GCT is the lowest one among these protocols. With the increasing of  , the average
time complexity of GBT, TQT and TBT decrease gradually, because the tags are divided into more
groups that are smaller and the number of collided cycles is fewer in smaller groups than that in bigger
ones.
The identification efficiency of GCT is always above 50% and outperforms that of the other
protocols as indicated in Fig.3(b). The efficiency of TQT is better than that of its original protocol
GQT2 (25.8%), and even above 36.7% when  = 0.75. The efficiency of TBT decreases with
increasing the number of tags, but it is still better than that of GBT. The efficiency of GBT, TQT and
TBT are much lower than that of GCT because they product many idle cycles during tags
identification.
Fig.3(c) shows the percentage of idle cycle (the ratio of idle cycles to total cycles) of GBT, TQT and
TBT. The idle cycle ratios of them decrease gradually when the capture probability increases from
0.25, 0.5 to 0.75. But with the number of tags increasing the idle cycle ratios of GBT and TBT also
increase, while those of TQT trend to be 20.5%, 18.2%, and 13.9% respectively. It is worth to note
that only one idle cycle exists in GCT, i.e., the last cycle, which is just used to confirm and indicate
that there is no hidden and unidentified tag in the reader's range. This is also why GCT is not given in
Fig.3(c).

(a) average time complexity

(b) identification efficiency

(c) percentage of idle cycle (%)
Figure 3. Identification performance of GCT when  = 0.25, 0.5, 0.75.
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Summary
This paper presented a novel RFID tag identification protocol called General Collision Tree Protocol
(GCT) which can identify all RFID tags correctly and completely including hidden tags or missing
read tags. GCT solved the capture effect and hidden tag problem by making modifications to the
original protocol CT. This method used in GCT can also be applied to all other protocols based on
CT.
Importantly, GCT inherited the advantage and characteristic of CT, such as lower system overhead,
simple and easy implementation, and high performance, while increased the practicability and
robustness by overcoming hidden tag problem caused by capture effect and other uncertainty factors.
Therefore, GCT can be applied to many kinds of RFID and IOT systems, such as massive data
collection, automatic production control, and large-scale warehouse management.
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